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Abstract— Cloudlets, which refer to the edge computing ser-
vices deployed at the proximity of end devices, are key providers
of connectivity, storage, and computation resources to many
applications. While access to cloudlets is pervasive in typical
settings, it can be difficult in challenging, even hostile envi-
ronments, such as military or post-disaster scenarios, featuring
multi-hop communication and energy-constrained end devices.
In these cases, cloudlets may have become the only equipment
powerful enough to execute life-critical applications, such as
battle-field situation awareness, tactic cooperation, and search-
and-rescue missions. Quality of these services is greatly influenced
by the minimum time that a packet can be delivered, i.e.,
the cloudlet access delay (CAD), whose characteristics remain
unknown. To address the open question of fast and efficient
cloudlet access, we establish a packet mobility model that allows
CAD and energy consumption to be analyzed as a function of
the initial device-cloudlet distance. We find that the expected
CAD scales either linearly or quadratically under distinct types
of packet mobility, and the successful access rate (SAR) can be
bounded by functions of the delay constraint. Based on these
findings, we develop a packet shedding algorithm that saves
249% transmission power, and reduces the average CAD by 2%,
while maintaining a similar SAR in simulated cloudlet access
environments.

Index Terms— Cloud access, mobile ad-hoc network (MANET),
performance evaluation.

I. INTRODUCTION

WING to its flexibility and scalability, cloud comput-

ing has been leveraged by numerous applications [1]
across the world. However, cloud servers usually reside in
server-farms far away from end users (in both geographi-
cal and routing senses), resulting in high latencies that are
intolerable to delay-sensitive applications, such as augmented
reality (AR), language translation, and so on. To bridge the gap
between cloud-induced latencies and stringent delay bounds,
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edge computing emerges as a new paradigm, offering connec-
tivity, storage, and computation resources at the proximity of
end users [2], such that data can be processed at edge devices,
including base stations and edge routers, usually referred to
as cloudlets.

A. The Things-Edge-Cloud Architecture

Recently, minds of infrastructure vendors, application
designers and network providers have converged to a layered
architecture [2] in Fig. 1: i) IoT layer, consists of “things”
that harvest data, ii) edge layer, consists of cloudlets, i.e.,
distributed servers mounted on edge routers or base stations,
with moderate amounts of storage and processing power, and
iii) cloud layer, consists of high-performance servers that are
designed to execute computation-heavy tasks.

In this architecture, cloudlets function as both a supplement
(an accessing gateway) and an alternative (the surrogate pro-
cessing server) to the cloud. For light-loaded processing tasks,
the application-level latency can be reduced to the mere sum
of a cloudlet access delay (CAD) and a processing delay at the
cloudlet. Compared with the latter, which depends on hardware
configuration and runtime processing load, CAD is practically
zero, as cloudlets are expected to provide one-hop access to
most of end devices in urban settings. Consequently, existing
literature on application provisioning mainly focus on mini-
mizing the processing delay, studying resource allocation [3],
application placement [2] and task offloading [4] schemes.

B. Cloudlet Access in Hostile Environments

While access to cloudlets is pervasive in the aforementioned
urban settings, it can be difficult in challenging, even hostile
environments. For instance, in the tactical edge [5], end
devices carried by soldiers have to transmit with minimum
power to avoid enemies’ detection, relying on multi-hop
forwarding to delivery battlefield information to cloudlets,
which are usually mounted in the command unit for tactical
coordination [5], [6]. On the other hand, in post-disaster
search-and-rescue missions [7], close-up pictures in residents’
mobile phones, and surveillance data in IoT devices have to
be merged at the cloudlets to build post-disaster maps [8].

In both cases, Internet access, or even electrical power,
may not be available, so battery-operated devices have to
rely on device-to-device (D2D) communication for data trans-
mission. Meanwhile, a limited number of cloudlets may
be (or have become) the only equipment powerful enough
to run life-critical applications, whose quality of service
downgrades drastically as application-level latency increases.
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Consequently, unlike typical edge computing scenarios, CAD
is not negligible, but rather significant, and hence two open
questions rise naturally:

1) What is the expected cloudlet access delay (CAD) in

hostile environment?
i) How to effectively deliver data to cloudlets in such
challenging scenarios?

At first glance, the cloudlet access problem bears sev-
eral resemblances with those in mobile ad-hoc networks
(MANETS) [9], [10] and delay-tolerant networks (DTNs) [11],
[12]. Specifically, they all feature store-and-forward (SCF)
actions, multi-hop communications and power-conserving
objectives - in essence, an end device encapsulates harvested
data into a packet, which then traverses the network through
SCF actions of end devices, until (a copy of) the packet
first reaches the destination. However, unique settings of the
challenging military/post-disaster environment bring distinct
challenges to the cloudlet access problem.

C. Unique Challenges of the Cloudlet Access Problem

From the perspective of network settings, due to the limita-
tions of terrain and damaged infrastructure, end devices may
use any possible communication method for data transmission,
including but not limited to Bluetooth, ZigBee, LTE-D2D,
etc. In other words, there is no predetermined communication
or routing scheme, as opposed to carefully engineered SCF
mechanisms in MANETSs. Such heterogeneity demands for a
generic modeling approach to uncover the impact factors on
CAD, such that results apply to various settings.

From the perspective of performance metrics, CAD differs
from end-to-end delay in MANETs and DTNs [12] by defini-
tion. As there may be multiple cloudlets in the system, CAD
measures the minimum time it takes to reach any cloudlet, e.g.,
the CAD of packet € generated at tg is Toap = (t3 — to),
where t3 is the time when a copy of € reaches cloudlet s,
as illustrated in Fig. 1. Contrarily, end-to-end delay measures
the time interval that a packet travels from the source to a

Cloudlet access and packet delivery for applications in hostile environments.

specific destination. So in a more general sense, CAD is the
minimum of multiple end-to-end delays, which adds multiple
layers of difficulties to the cloudlet access analysis.

From the perspective of requirements, applications such
as search-and-rescue and tactical coordination, are usually
associated with a stringent delay bound. On the contrary to the
delay tolerant nature of DTNs and MANETs, data delivered
after the delay bound will be useless, so it is crucial for appli-
cation developers to grasp characteristics of the expected CAD
a priori. Moreover, provisioning for delay-critical emergency
applications demands for effective packet delivery schemes,
to avoid futile transmissions in challenging environments.

D. Our Approach and Contributions

To address the cloudlet access problem with delay and
energy consumption challenges, this paper focuses on the
relative movements of a packet toward cloudlets, such that per-
formances of the cloudlet access scheme can be analyzed and
improved, to support emergency applications in challenging
environments. Specifically,

e we propose a setting-independent packet mobility model,
by which the CAD, successful access rate (SAR), and
energy consumption are quantitatively studied;

e we identify  sub-martingale,  martingale,  and
super-martingale types of packet mobilities, each
of which exhibits distinct CAD characteristics, scaling
either linearly or quadratically, with respect to the initial
distance between an end device and the nearest cloudlet;

o we design a packet shedding scheme for end devices,
which drops futile data packets early at their generation.
Simulation shows that it saves 24% energy and reduces
2% CAD on average, with a mere drop of 4% in SAR.

The rest of this paper is organized as follows. We first
review existing literature in Section II. Then, we illustrate the
packet mobility model in Section III. In Section IV, we show
that packet mobilities in the cloudlet access scenario can be
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categorized into three types, exhibiting either sub-, super-,
or martingale-like properties. By this categorization, bounds
on the expected CAD and SAR are analyzed in Section V.
Based on these findings, we design a packet shedding scheme
to reduce the average energy consumption in Section VI.
Finally, the paper is concluded in Section VII. Major proofs
are gathered in the Appendices for readers’ references.

II. RELATED WORKS

Though the significant role of cloudlets has long been
recognized [7] in hostile environments, research on this direc-
tion mainly explored the architecture of tactical edge [5],
emergency applications [13], and cloudlet platforms [14].
Nonetheless, a fundamental property of the cloudlet scheme,
i.e., the cloudlet access delay (CAD), remain largely unknown,
which hinders the design of effective packet delivery schemes
for such applications.

On the avenue of delay analysis, there have been extensive
studies on intermittently-connected MANET, which can be
broadly categorized into one-hop and multi-hop types. The
former branch evolves around the analysis of inter-meeting
time, measuring the length of the time interval between
two possible data transmissions. In our case, as illustrated
in Fig. 1, the inter-meeting time equals to one-hop delay,
as the transmission delay and propagation delay are usu-
ally negligible compared to the inter-meeting time of end
devices. To this end, two basic models have been established,
that is, the exponential inter-meeting time model [10] under
random waypoint node mobility [15], which is corroborated
by simulations; and the power law-tailed inter-meeting time
model [16], which is obtained through real-world mobility
traces. With the inter-meeting time as a building block, the
latter branch studies the entire packet delivery process. On this
avenue, Groenevelt et al. [10] evaluated the packet delivery
delay through a Markov chain model in MANET. Under the
same assumption, Zhang et al. [12] analzyed the end-to-end
delay through ordinary differential equations, with respect
to an independently and identically distributed (i.i.d.) inter-
meeting time for networks employing epidemic routing. By a
generalized model, Picu and Spyropoulos [17] analyzed the
delay performance of MANET employing epidemic routing
schemes.

Despite these efforts, existing results on end-to-end delay
do not directly apply to the cloudlet access problem discussed
here. Firstly, the exponential inter-meeting time assumption
may not necessarily hold [16], which calls for a new modeling
approach irrespective of inter-meeting times, to understand the
characteristics of CAD in hostile environments. Secondarily,
CAD differs from end-to-end delay by definition, as illustrated
in Fig. 1. Therefore, we propose a generic packet mobility
model to analyze CAD, which allows us to achieve more
refined results than existing analysis. Specifically, CAD can be
evaluated against a simple quantity, i.e., the distance between
the generation location of a data packet and the nearest
cloudlet. In this sense, result in [18] can be viewed as the
ensemble mean in our model.

On the avenue of emergency application provisioning,
which necessitates fast and energy-efficient packet delivery,
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there have been study for MANETs and wireless sensor
networks. Targeting at reducing end-to-end delay, packet
forwarding mechanisms, including geographic routing [19],
mobility-based node selection [20], [21], can provide satis-
fying delay performances for MANETSs. However, their capa-
bility to sustain emergency applications (with stringent delay
bounds) is still unknown. To this end, we define the SAR
metric to quantify the likelihood of satisfying a delay bound,
by which heuristic schemes such as [20] and [21] can be
evaluated with respect to specific delay bounds of applications.
On the other hand, energy-efficient packet delivery schemes
for wireless sensor networks (see [22] and references therein)
assume a connected network and are hence not suitable
for the challenging environment discussed here. To address
this concern, we propose a prediction-based packet-shedding
mechanism, which discards the packets that (with a high
probability) cannot be delivered on-time. Compared to existing
probabilistic schemes, packet shedding with geographic-based
heuristic routing [21] induces much less overhead, while
achieving a better delay performance. Moreover, the proposed
mechanism can be further extended to accommodate generic
routing schemes.

III. PROBLEM FORMULATION

In this section, we outline the network model for hostile
environments, and present the packet mobility model to capture
the delivery process of a data packet € to a cloudlet, such that
the cloudlet access problem can be formulated and examined
with formally defined performance metrics.

A. Network and Communication Models

Consider a rectangular geographical region N = [0, L]%.
There are two types of nodes in the system, battery-operated
mobile a-nodes, and infrastructure (-nodes running cloudlet
services. Let A = {ag,...,an_1} denote the set of n
a-nodes. The cloudlet applications are installed on edge com-
puting platforms [8], denoted here as [-nodes, which may
also act as wireless gateways if their access to the Internet is
intact. We assume these $-nodes B = {0, B2, ..., Bm—1} are
uniformly located,! dividing the area of interest A into [ x I
cells, where [ < L is the side length of a cell and m = | %2
is the number of functioning 3-nodes in the region N.

Due to the limitations of terrine, post-disaster conditions,
or military constraints, access to the Internet, or even to the
power grid may not be available, so «a-nodes in region N have
to rely on short-range communication measures, such as WiFi,
Bluetooth, or device-to-device (D2D), for data transmission.
Consequently, an a-node, e.g., g, can only communicate
with another (a- or (-)node within its transmission range r,
as indicated by the shaded disk in Fig. 2a.

Considering that data harvested by a-nodes need to be
processed at 3-nodes (cloudlets), e.g., in the afore-mentioned
GigaPan [8] application, we focus on the a-to-/3 node direction
of the data delivery process, because power supply (and hence

'In practice, B-nodes may not be uniformly distributed, but the analysis
results apply to most of the conditions, especially for large cell side-length [,
i.e., the remaining B-nodes are sparsely distributed over the region.
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Fig. 2. An example of SCF actions.

communication range) in the reverse [3-to-a direction is not a
problem due to the co-location of 3-nodes and infrastructure.

To closely examine the cloudlet access process, we follow
the path of a single packet e. Let time ¢ proceed in discrete
steps, that is, t € 7 = {0, 1,2, ... }. Without loss of general-
ity, we set the length of each time step to 1 second. During
each time step, a-nodes move and may transmit data if two
nodes run into the communication range of each other. During
the packet delivery process, which is a sequence of store-
carry-forward (SCF) actions [12], the system (i.e., rectangular
region N) is observed at the end of each time step. Let
Xak(t) € R? denote the geographical location of node ay
at time . Let 1§, (t) represent the carrying status of node
with respect to packet ¢ at time ¢. For instance in Fig. 2a,
1;,,(0) = 1, because node ap has packet ¢ locally stored at
time ¢t = 0. As we focus on the delivery of a single data packet
€, we omit the superscript € and write 1,, (¢) instead.

Without loss of generality, let packet € be generated by oy at
time ¢t = 0. Initially, 1,,(0) = 1, and 1,,(0) = 0 for all
k # 0. In the next time step, € is carried by ag to a new
location, as shown in Fig. 2a. So at the end of time step ¢t = 1,
1,,(1) =1 for k € {0,1,...,4}, as ap has forwarded € to
all of the nodes that are in contact with it.

B. Definition of Packet Mobility

While schemes for delivering data packets can be imple-
mented in various ways [12], [23], how to characterize the
travel distance, speed, and corresponding delivery/access time
of a packet still does not have an obvious answer. Therefore,
we propose a packet mobility model, which captures the
movement of data packets with respect to the nearest (3-node,
such that CAD and energy consumption of a packet delivery
process can be quantitatively defined base on this process.

Definition 1: Let X(t) := {Xa, (t) : 14, (t) = 1} be the
locations of the packet-carrying c-nodes at time ¢ € 7. Then,
packet mobility is defined as the collection {X(t)};c7-

Though {X.(t)}+e7 encodes the full information of pack-
ets” movements, it is difficult analyze directly. Hence, we focus
on the most important aspect, i.e., the packet propagation
speed.

Definition 2: Let X 8 € R? be the location of the 3-node
B;, and define the distance-to-destination of packet ¢ as

L(t):= _ min
KXoy, ()EX(Y), B;€B

(ROROES A (G
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where ||-|| is the Euclidean distance measure. The propagation
speed of packet e at time ¢ is defined as the increment of
distance-to-destination over t, i.e., v.(t) := L¢(t) — Lc(t — 1).

The packet propagation speed v (t) directly shows the trend
of a packet mobility, in the sense that when v (¢) < 0, ¢ moves
toward the destination, and moves away from the destination
when ve(t) > 0. Fig. 3 illustrates the relation among packet
mobility {Xe(t)}te’]’, distance L(t), and propagation speed
ve(t) when a single-copy routing scheme is employed.

In hostile environments, the total number (m) of functioning
cloudlets, or 3-nodes, is usually quite small, which means in
our model, the side length of a cell [ is large. Consequently,
packet ¢ will most likely be delivered to the cloudlet that is
closest to its generation location, e.g., cloudlet 3 located at
)_('5 in Fig. 3. In this case, Eq. (1) can be rewritten as

L(t) = ‘Xak(t) ~ X @)

min
Xa, (EXL(t)

where [ = argg énlsin H)?ao (0) — XﬁjH represents the nearest
J
[-node to packet €’s generation point.

On the other hand, when m is large, or there are multiple
functioning (-nodes nearby, packet ¢ may be carried or
forwarded across the cell boundary, and eventually delivered
to a #-node in another cell, as depicted in Fig. 3. Due to the
homogeneous setting, the trajectory of e after it crosses the
boundary can be analyzed as if € was reflected by the boundary
(see the dotted arrows in Fig. 3), and bounced back to the cell
where it was originated. Therefore, it is sufficient to consider
the nearest §-node (denoted as ) in the analysis, i.e., Eq. (2)
still holds, expect for the impacts of boundary reflection on the
packet mobility (i.e., L.(t) and v.(t)) when packet e crosses
the cell boundary. We refer to this as the boundary effect.
It can be anticipated that boundary effect will accelerate the
delivery process, as we will show in Sec.V-B, so the single
(-node case m = 1 depicted in Eq. (2) marks the worst-case
scenario of cloudlet access.

C. Problem Formulation

To provision for applications in challenging environments,
it is necessary to analyze performances of cloudlet access, with
respect to delay and energy consumption, respectively.
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From the perspective of application delay, the time to deliver
packet € to a 3-node, that is, the cloudlet access delay T 4
is rigorously defined as follows.

Definition 3: Cloudlet access delay (CAD) of packet € is
defined as the time duration from the instant ¢ is generated
(denoted as t.) until it reaches at least one 3-node, that is,

Teap = inf {t: L(t) <r} —te. 3)

Unlike the end-to-end delay [12], T 4 , measures the delay
on the mobile-to-cloudlet direction (see Fig. 1), while the
inverse direction is not the concern of this paper, as we
focus on the provisioning for emergency applications, such as
GigaPan. To support such applications with a limited number
(m) of cloudlets, it is important to examine whether a certain
delay bound, T, can be satisfied. For example, first responders
need to reach an emergency location within 5 minutes to save
a victim’s life after he/she requested medical assistance [24],
so the delay bound for the cloudlet access 7 = 300 time slots.
In other words, if T§ ,p > 7, this attempt to deliver packet
€ is futile, as the € will not reach any cloudlet in time.

In addition to strict delay requirements, end devices, i.e.,
battery-operated a-nodes are usually subjected to strict energy
constraints, since their access to stable electricity supply is
highly restricted. Therefore, we define a power draw metric
to quantify the amount of transmission power spent on the
packet delivery process to the cloudlets.

Let P.(t,7) denote the transmit power consumed when the
jt" copy of e is forwarded at time ¢ € 7 from a packet-
carrying a-node oy, to (i) another a-node ay, or (ii) the
(-node. Note that P.(t, j) = 0 if € is not forwarded, but carried
during time slot £. We assume the packet forwarding actions
stop at time T§ 4, when € is delivered to the $-node.?

Definition 4: The per-delivery power draw is defined as
the summation of transmission power consumed to deliver
packet e, that is,

€
CAD ‘

DS

t=t.+1 j=1

3

X0l
Pe(t, 7). 4)

With T§ 4 p and P, at hand, we restate our research ques-
tion: Consider a set A of a-nodes in the region of interest AV,
and a 3-node located at X 3 € N. Let packet ¢ be generated
by node oy at time ¢ = 0, associated with delay constraint 7.
For packet mobility {X.(t)}ie7,

i) What is the expected cloudlet access delay E(T¢ 4 p)?
ii) How to minimize power-draw P., without downgrading
the delivery rate P(T& ,p < 7)?

IV. CHARACTERIZATION OF PACKET MOBILITIES

By and large, packet mobility ﬁe(t) is a comprehensive
model, because it contains full information to derive both

2Considering that cloudlets are mounted on the infrastructure, and B refers
to the functioning (B-nodes in the hostile environment, it is reasonable to
assume that $-nodes do not need to conserve energy, and hence can broadcast
a message to let all packet-carrying a-nodes at T 4, to drop € immediately,
ie., D_{E (T& ap + 1) = 0. Moreover, as the queuing and processing delay
(usually several ms) are not comparable to the inter-meeting time of nodes
(seconds to minutes), they are not considered in the CAD analysis.
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long-term and transient properties of the packet delivery
process. However, it is difficult to track the evolution of the
process for all possible SCF combinations of node mobilities
and packet forwarding schemes. To tackle this challenge,
we examine the building block of packet mobility, that is, the
distance-to-destination L. (t), such that various packet mobil-
ity processes can be characterized with properties of L (t).
In particular, we find that, packet mobility under frequently
seen SCF combinations exhibits either super-martingale, mar-
tingale, or sub-martingale properties in their corresponding
{L¢(t)}+eT processes, each leading to a distinct CAD behav-
ior, which will be discussed in the next section.

A. SCF Combinations in the Cloudlet Access Scenario

Movements of a packet are perpetuated by two types of SCF
actions: node movement, which can be characterized by mobil-
ity models [15] or depicted by traces such as [25]; and packet
forwarding, which is governed by forwarding/routing schemes,
such as randomized routing [23] and epidemic routing [12].
We consider the possible SCF combinations of four mobility
settings (T1-T4) and three forwarding schemes (R1-R3) for
the cloudlet access problem.

[T1] Random walk (RW) [15]: At every time slot t € 7,
each a-node selects to move to a new location by ran-
domly choosing a speed and a direction from uniform
distributions with ranges [Vmin, Vmaz] = [1,10] m/s
and [0, 27| rads, respectively.

Random waypoint (RWP) [15]: Every a-node pauses
for a time chosen randomly from range [3, 8]s, picks
a random destination, and then moves there with a
random speed within [Umin, Umaes] = [1,10] m/s.
These steps are repeated until the network lifetime
ends.

ncsu/statefair [25]: GPS traces of 19 visitors
during two North Carolina state fair events on Aug.
26, 2006 and Apr. 18, 2008.

ncsu/disneyworld [25]: GPS traces of 41 volun-
teers that visited the Disney World in Florida during
holiday seasons of 2006 and 2007.

Among these, T1 and T2 are the simplest and most
frequently used synthetic node mobility models in mobile
network analysis, while T3 and T4 are real-world traces in
public venues, mimicking trajectories of first responders and
soldiers in hostile environments.

As for packet forwarding, we consider schemes in the
simplest form, due to the limitation of challenging envi-
ronments. For instance, in post-disaster scenarios, devices
have to fall-back to basic forwarding schemes available to
devices of any make, type, and service providers. In this case,
complex routing schemes such as RPL [26], OLSR [27], and
AODYV [27], which either requires end-to-end connectivity or
the storage of lengthy routing tables, are not discussed.

[T2]

[R1] Direct contact [9], [28]: The packet-generating node
« carries €, and delivers e directly to the S-node when
it comes into the transmission range of (. In fact,
there is no forwarding action in this scheme, which
is adopted as the baseline case to derive other results.
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[R2] Randomized routing [23]: The packet-carrying «-
node forwards e to one of encountered neighbors
selected uniformly at random, until € reaches the (-
node.

Epidemic routing [12]: The packet-carrying a-node
replicates e to all the encountered neighbor nodes until
€ reaches the #-node. This scheme achieves the best
possible delay performance, but also consuming the
most transmission energy.

[R3]

Altogether, there are 12 T+ +R+ combinations in the cloudlet
access scenarios. In the next subsection, we provide the
mathematical tool to examine their individual properties.

B. Building Block {v(t)}icT of a Packet Mobility

At time ¢ = 0, packet € is generated by an a-node o, whose
current distance from the cloudlet 5-node is L.(0). Then at
time ¢ € 7, packet €’s distance to destination can be written
as Ly = Le(0) +Z};:1 ve(k), where L.(0) is determined at
€’s generation, and each v.(k) is a random variable, jointly
determined by the movements and forwarding actions of
a-nodes. Then, characteristics of the packet mobility, or equiv-
alently random process {Le(t)}teT, are mainly determined by
random variable v.(t), who has the following properties.

i) Random variable v.(t) is bounded, and it takes value
from range [—(vVnode + 7), (Vnode + 7)), Where vpo4e is
the maximum speed of a mobile node.

ii) Probability space (€2, F,P) of v.(t) is determined by the
T+ +R+ combination.

Without loss of generality, let v.(0) = 0. Then we have the

following lemma on {Lx)}ie7-

Lemma 1: Given E(ve(t)|F;—1) = 0 (< 0, and > 0, respec-
tively) for all ¢t € 7, process { L) }tc7 is a martingale (sub-
martingale, and super-martingale, respectively) with respect to
the propagation speed {v.(t)}ie7-

Proof of Lemma 1 can be found in Appendix A. It provides
a criterion on the expected speed E(v.(t)|F;—1), identifying
three patterns on process {L.(t)}:c7, each of which corre-
sponds to a type of packet mobility, defined as follows.

Definition 5: If process {L.(t)}ter is a martingale
(sub- and super-martingale, respectively), we say X.(t) is
a martingale (sub- and super-martingale)-type packet
mobility.

Then we have the following corollaries for the T1+R1 com-
bination, and Infostation model [9] (special case of T1)+R2
combination, the latter of which illustrates a typical cloudlet
access scenario for emergency vehicles. Proof of Corollary 1
and 2 can be found in Appendix B.

Corollary 1: When a-nodes in A move according to RW
mobility (T1) in region N, and employ direct contact (R1)
forwarding, the packet mobility is of sub-martingale type.

Corollary 2: Consider a set A of a-nodes distributed uni-
formly along a line segment, by which [§-nodes are evenly
spaced. When a-nodes move according to RW mobility (2-D
version of T1), and randomized forwarding (R2) is employed,
the resulting packet mobility is of martingale type.

Note that Definition 5 is not a full partition, which means
there exist packet mobilities that do not fall into any of the
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three categories. Nonetheless, as will be discussed in the next
subsection, general SCF combinations in this paper can be
examined against a relaxed criterion.

C. Characterization of Packet Mobilities

The first challenge of directly using Definition 5 lies in
examining E(v.(t)|F;—1) against zero, who is a bounded
random variable. By definition, r. v. E(v.(¢)|F;—1) takes value
E(ve(t)|Le(t — 1) = x), when the continuous random variable
L.(t — 1) takes value z € (r,].

Since interval (r,!] is continuous, we consider the discrete
case as an approximate. Specifically, we divide the [ x [ cell
area into rings R = {(ao, bo], (a1, b1],...}, where a; > r and
b; > a; are the inner and outer diameters of the i*" ring (see
Fig. 4a), which serve as the “bins” for L.(¢t — 1). Then we
have the following characterization of packet mobilities, with
a relaxed criterion.

Definition 6: A packet mobility is sub-martingale-like,
martingale-like, or super-martingale-like if for any
(a;,b;] € R, the expected packet propagation speed
E(ve(t)|Le(t — 1) € (a4, b;]) in the é-th ring is greater than,
equal to, or smaller than zero, respectively.

Definition 6 provides a viable way to examine packet
mobilities, and when the partition of rings is more refined,
i.e., large |R/|, the stricter is Definition 6, and closer it is to
Definition 5. However, when packet forwarding actions are
taken into account, e.g., R2 and R3, the expected propagation
speed also depends on the locations of non-carrying a-nodes
at time ¢ — 1, hindering the direct application of Definition 6.
To tackle this challenge, we leverage a numerical method to
estimate E(v(t)|Le(t — 1) € (a4, b;]) specified as follows.

The main idea of this numerical method is to estimate
E(ve(t)|Le(t — 1) € (a4,b;]) with the ensemble mean.
Specifically, we generate a large number of packet mobility
realizations S C 2, each sample of which is generated with a
random initial value X, (0). For every time slot ¢t € 7, random
variable E(ve(t)|Le(t — 1) € (ai,b;]) is a mapping from the
sample space €2 to RT. For the RW mobility model T1, and
the RWP model T2, the moving speed of a-nodes is drawn
uniformly at random from the same distribution. For the cases
of mobility traces T3 and T4, though a-nodes move according
to people’s free will, analysis in [25] showed that node/human
mobility exhibits salient characteristics of Lévy flights, whose
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flight distance per unit time (or equivalently the moving speed)
follows from the same heavy-tailed distribution. On the other
hand, packet forwarding scheme R1 does not contain any
forwarding actions, while recipients in R2 and R3 are chosen
uniformly at random. Consequently, the packet propagation
speed v (t) in all the 12 SCF combinations is independent,
and identically distributed (i.i.d.) over the sample space .
Moreover, by the Markov property of RW (T1), RWP (T2),
and Lévy walk (T3 and T4), the exact value of time ¢ does not
matter, as long as the current packet mobility state X, (t—1)
is known. Then by the law of large numbers, the expected
packet propagation speed E(v,(¢)|L(t — 1) € (a;, b;]) can be
estimated with the ensemble mean

) V() (w
Tt = ZwES,tET,LE(tfl)(w)E(al,b,L] ( )( )7 (5)

>owes et 1L (t-1)(w)e(arbi]

where 1y € {0,1} is the indicator function. Moreover,
limy g o0 U2 = E(ve(t)|Le(t—1) € (as, bs]). We refer to v! as
the average propagation speed for the ¢ —th bin. According to
Eq. (5), we collect numerical samples v (t)(w) in OmNeT++’s
Inetmanet-2.0 to obtain T)é for the 12 SCF combinations, with
configuration detailed in Table I.

Under this setting, we first examine the packet mobility
induced by the random walk mobility (T1) with direct contact
(R1, blue line with round markers), random routing (R2, red
line with square markers), and epidemic routing (R3, green
line with triangle markers), respectively. The corresponding
average speeds {0!}o<;<|r| for the i'" bin are shown in
Fig. 4b. A key observation is that the average speeds among
all the bins are either all positive or all negative, indicating
a consistent packet mobility type among the realizations. For
instance, the baseline case T1+R1 induces a sub-martingale-
like packet mobility (v¢ > 0 for all i), which complies
with Corollary 2. For the case of T1+R2, all of {0!}o<i<|r]
are positive, so r.v. E(v.(¢)|Le(t — 1) € (a4, b)) > 0 for
all i« € [1,|R]|], and consequently T1+R2 induces a sub-
martingale-like packet mobility. On the contrary, T1+R3 leads
to a super-martingale-like packet mobility, as v, < 0.

Observing the consistent sign among the mean propagation
speed of different bins, it is reasonable to evaluate the arith-
metic mean of all the bins instead, which we refer to as the
overall average speed,3 that is, 7. := ﬁ ZLZ‘)& 172.

The overall average speed and the corresponding packet
mobility type of the 12 SCF combinations are presented
in Table II. By Definition 6, the packet mobilities for the
cloudlet access in challenging environments are either sub-,
super-, and martingale-like types. For these types, process
{L¢(t) }+e7 will have nice stochastic properties, which allows
us to derive performances of cloudlet access, specifically, the
cloudlet access delay T¢ 4, and per-delivery power draw P.

3Technically, the expected propagation speed E(ve(t)) =
2o<i<ir) Bve(B)|Le(t — 1) € (as, bi])P(Le(t — 1) € (as,bi]), so the
mean needs to be estimated with 35,z  DeP(Le(t — 1) € (as, bi]).
However, as v = b; — a; <€ and L.(0) is generated uniformly at random,
we assume P(Le(t — 1) € (a4, bi])) = ﬁ, and employ v as the ensemble
mean of {ve(t)}.
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V. ANALYSIS OF THE CLOUDLET ACCESS DELAY (CAD)

In challenging environments, CAD is the most influential
performance metric, because data for emergency applications
are required to be delivered within a stringent delay bound 7.
In this section, we discuss the expected CAD E(T¢, 4 ) with
respect to the three types of packet mobilities, and then provide
bounds on SAR R7] = with respect to the packet propagation
speed v, and initial distance-to-destination L. (0). Specifically,
we start with the special case of r < [ ~ L, where there
is only m = 1 $-node in region N, and then expands to
the general case of multiple (m > 1) cloudlets, where the
boundary effect is discussed. We find that each type of packet
mobility is associated with a distinct bound of E(T¢ , ) with
respect to L.(0), while the boundary effect is significant on
martingale and super-martingale-like types.

A. Cloudlet Access Delay Under Unbounded Cell Coverage

Military or post-disaster environments can be extremely
harsh to cloudlet access, e.g., when military operations are
carried out far beyond the enemy line, deploying cloudlets are
costly and may even alert the enemies. Consequently the total
number of cloudlets m = |B| is strictly limited. Therefore,
we first consider the extreme case where there is only a single
B-node (m = 1), such that the instantaneous distance-to-
destination L(¢) may not be bounded.

1) Super-Martingale-Like Packet Mobility: Since packet
€ has a long-term tendency to move towards the (-node,
the expected delay E(Tcap) should be smaller than the
other packet mobility cases. Leveraging the super-martingale-
like property of process {L(t)}+c7, we derive bounds on
E(Tc ap), which complies with the intuition, and also outlines
its linear scaling with respect to the initial condition L.(0).

Theorem 1: (Super-martingale-like: Linear Scaling) For
super-martingale-like packet mobilities with independently
distributed speeds {v(t)}:e7, the expected CAD is bounded
by

L.(0)—r L.(0)

<E(Téap) < = (6)

where ¥, (< 0) is the overall average speed, and r is the
transmission range of «- and (3-nodes.

Proof of Theorem 1 can be found in Appendix C. The
main idea is to construct a martingale sequence {L.(t)} out
of super-martingale {L.(t)}.c7 with Doob’s decomposition
[29, Thm. 25.3], such that the Optional Stopping Theorem
(OST) [29, Thm. 24.6] can be used to estimate L.(T¢ 4 ) at
the delivery of the packet. Then the bounds can be obtained
by Wald’s first inequality.

The linear form E(T¢,p,) = ©(L.(0)) in Theorem 1
reminds us of [18], which states that the time of (a packet) hit-
ting the target centred in a disk area of radius a is ©(a) under
a location-based forwarding scheme. From the perspective of
application, Theorem 1 extends [18] in the sense that it reveals
that a multi-copy forwarding scheme, e.g., epidemic routing
(R3), also leads to a delay that scales linearly over the initial
distance. Moreover, Theorem 1 is more generic, in the sense
that it provides a more relaxed sufficient condition for this
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TABLE I
CONFIGURATION OF THE NUMERICAL METHODS
[ Scenario | Parameter [ Value [[ Scenario | Parameter [ Value
Common (All) Time span |7 8.64x 10° s Common (All) No. of realizations |S| 4% 10%
Common (All) Transmission range r 25m Common (All) Ring width y = b; — a; Sm
Common (All) Cell side-length [ 500 m Synthetic (T1,T2) No. of a-nodes per cell 100
Realistic (T3) Region side-length L 1,000 m Realistic (T4) Region side-length L 18,000 m

TABLE II
PACKET MOBILITY TYPE (AND ¥¢) OF THE 12 SCF COMBINATIONS

Routing .
Node Mobility Direct contact (R1)

Randomized (R2) Epidemic (R3)

Random Walk (T1) Sub-martingale (0.10266)

Sub-martingale (0.08675) Super-martingale (-0.04357)

Random Waypoint (T2) Sub-martingale (0.09345)

Sub-martingale (0.08892) Super-martingale (-0.04599)

ncsu/statefair (T3) Sub-martingale (0.43387)

Sub-martingale (0.41572) Super-martingale (-0.46749)

ncsu/disneyworld (T4) Sub-martingale (2.00356)

Sub-martingale (1.97402) Super-martingale (-0.40107)

type (linear) of scaling behavior, i.e., super-martingale-like
packet mobilities, which is not restricted to a particular routing
scheme, but rather characterizes a family of SCF combinations.

2) Sub-Martingale-Like Packet Mobility: In this case (v >
0), packet € has the long-term tendency to move away from
the cloudlet, inducing a larger E(T¢ 4 ).

Theorem 2: (Sub-martingale-like: Quadratic Scaling)
For identically distributed {vc(t)}+c7, the expected CAD of
a sub-martingale-like packet mobility satisfies

(Le(0) — r)? (L0)?
0% + 02 + 2(Vmaz + 1) 72+ 02
where v,,,4, 18 the maximum speed of the a-nodes, such that
[ve(t)] < Umaz + 7, e is overall average speed, and variance
72:=E (E(vg(t)2|]-"t_1) — EQ(UE(t)U-"t_l)).

Proof of Theorem 2 can be found in Appendix D. To apply
the OST, we tackle the possibly infinite 7T 4, with an
algebraic manipulation to derive bounds on E(T¢ 4p).

A clear observation from Theorem 2 is that E(T& ) =
©(L?(0)), which is quadratic rather than linear, indicat-
ing a much slower cloudlet access compared to the super-
martingale-like case. In this sense, the @(%) hitting time
result in [18], where a denotes the radius of the disk region,
and b denotes the transmission range in a random forwarding
scenario, is a special case (ensemble mean) of Theorem 2,
provided that L.(0) is chosen uniformly at random from range
(r,1]. In other words, Theorem 2 gives the root-cause of the
quadratic-form scaling law, i.e., the sub-martingale-like packet
mobility, and can be applied to cases of any valid L.(0) value.

3) Martingale-Like Packet Mobility: For this borderline
case, the packet of interest tends to stay at the same distance
to the cloudlet, resulting in the following bounds.

Theorem 3: (Martingale-like: Quadratic Scaling) For
martingale-like packet mobilities with initial condition L(0),
the expected CAD satisfies

L= < B(rap) <

S E(Téap) <

L(0))?
%, @®)
where r is the transmission range of o- and 3-nodes, and 72 is
the variance as in Theorem 2.

Proof of Theorem 3 can be found in Appendix E. It is rather

interesting to see that, the scaling behavior of martingale-like

packet mobilities is the same as the sub-martingale-like type,
indicating that a strictly negative v, is a necessary condition
for a linearly scaling delay.

Putting these analysis results together with Table II, we can
see that v, < 0 takes place only when the multi-copy forward-
ing scheme R3 is employed, despite types of node mobility.
This effect is especially evident when real-world mobility
traces are considered, as indicated by the relatively large speed
gap between the single-copy packet forwarding schemes (R1
and R2) and the multi-copy scheme (R3). A direct implication
for application design is that this non-linearity of delay over
the distance should be taken into consideration when estimat-
ing the cloudlet system performances, and more aggressive
forwarding schemes (i.e., consuming more resource) may be
required to achieve a unified quality of service. In a broader
sense, the distinct scaling laws reiterated the significance of
characterizing the packet mobilities with packet propagation
speeds v, (t), which outlines a more applicable criterion to
analyze the cloudlet access performances.

B. Effect of A Finite Cell Boundary on CAD

When the cell boundary is finite (I < L), with multiple
functioning -nodes in region N, the expected CAD is intu-
itively lower than the single [-node case with unbounded
cell boundaries, but will the boundary effect illustrated in
Fig. 4a also affect the expected CAD? Considering that
boundary effect has been proved to change the distribution of
inter-meeting time from power-law [16] to exponential, we aim
to find whether the impact is significant, that is, whether the
scaling orders of E(T¢ 4 ) in Theorem 1, 2 and 3 change due
to the boundary effect.

To this end, we perform numerical simulations in
OmNeT++, with a simulation update interval of 1s. The
network is divided into square cells of [ x [ = (103m)?2,
in which there are initially n = 100 a-nodes per cell. The
carrier frequency is set to 2.4GHz, while the medium access
control (MAC)-layer bit rate is set to 2Mbps. The transmission
power is 2mW, and the signal attenuation threshold is -66dBm,
while the fading model is a path-loss model with a coefficient
of 2, which corresponds to the node transmission range
r = 20m.
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1) Super-Martingale-Like Packet Mobility: We consider the
RWP node mobility and epidemic routing (T2+R3) that has
Ve ~ —4.342x10~2m/s, which falls into the super-martingale
category as shown in Table II. In this case, packet € tends to
move towards the S-nodes over time. So it is likely that € will
arrive at the 3-node before hitting the cell boundary, as a result
of which the effect of finite boundary should be negligible.
This hypothesis is validated by our numerical results, shown
as the dotted green lines with triangle markers in Fig. 5a and
5b, while the lower and upper bounds are depicted by the
solid blue lines with square markers and red lines with round
markers, respectively. In both the [ = 1000m and | = 500m
case, Eq. (6) still holds, as well as the linear scaling order
(magenta line), indicating an insignificant boundary effect.

2) Sub-Martingale-Like Packet Mobility: In this case, pack-
ets tend to move away from the cloudlet, towards the finite
cell boundary. As discussed in Section III-B, a packet e that
moves across the cell border will be mirrored back into the
original cell, mimicking the movements of ¢ toward the (3-
node in the adjacent cell. Due to the existence of multiple
(m > 1) B-nodes, the expected CAD should be much lower
than that of the single (-node case, especially when the
initial distance-to-destination L.(0) is large, i.e., L.(0) ~ I.
We consider a random walk mobility with a randomized
routing (T1+R2). This packet mobility case is selected since
it exhibits a relatively constant expected overall average speed
U, and variance &2, which by Eq. (7) should give a clear
indication on how E(T¢ ) grows with respect to L.(0).

From Fig. 5¢ and 5d, observe that the E(T¢ , ) agrees with
its lower and upper bounds in Theorem 2, and exhibits the
same quadratic scaling law in Fig. Sc, when the cell-side length

= 1000m. When [ is further reduced, however, the expected
CAD becomes smaller and the quadratic scaling cannot be
observed for large L.(0) (see the diverging tails in Fig. 5d).
Such an observation agrees with our conjecture, indicating that
the boundary effect is insignificant when L.(0) < [, but it
becomes significant when L (0) is comparable to I.

3) Martingale-Like Packet Mobility: We consider the
T1+R2 case depicted in Corollary 2, that is, every a-node
moves at a speed vp,qe chosen uniformly at random from
range [1,9]m/s [9]. From the expected CAD (green dotted
line with triangle markers) in Fig. Se, we observe that, despite
the relatively large cell side-length | = 10*m, which is
much larger than that in Fig. 5a through 5d, the quadratic
scaling behavior in Theorem 3 can only be observed up to
the initial distance of L.(0) = 90m. So we conclude that the
boundary effect is generally significant in the martingale-like
packet mobilities, even for relatively small initial distances
(Le(0) < 1). Compared with the other two types, the higher
sensitiveness to boundary effect is reasonable for this type,
as it is a boarder-line case (with a rather strict criterion v. = 0)
between the super- and sub-martingale like packet mobilities.

C. Successful Access Rate R}

In hostile environments, packet delivery that exceeds the
delay constraint, denoted as 7, will be futile and hence
discarded by the 5-node upon delivery. Therefore, application
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designers need to know the delay performance of the cloudlet
scheme to evaluate the QoS. For this purpose, we formally
define the successful access rate (SAR) R, ~as the probability
that a packet generated at the initial distance Ly can be
delivered to a B-node within the delay bound 7, that is,

Lo = P(T&ap < 7Le(0) = Lo). ©)

In practice, R} can be calculated as the ratio of successfully
delivered packets over the total number of data packets gener-
ated from the distance Ly. Though metrics of a similar nature
have been analyzed for specific forwarding schemes, such as
greedy location-based routing in DTN [30], it is unknown
for general cloudlet access settings. So we first provide the
following bounds outlining impacts of the initial condition and
packet mobility characteristics on the SAR.

Theorem 4: (Bounds on SAR) If propagation speeds
{ve(t) }1eT of packet e are i.i.d. with overall average . and
variance 72, then the SAR, that is, the probability that a packet
can be successfully delivered within delay bound 7, satisfies

(A5 } .

1—expq— PT— < Rj,
{ 206 + P ) [ T

Y R (VA s
B R A L

where quantity A} =7 — Lo — 70, and & = 7(52 + (ve)?).

Eq. (10) is quite straight-forward to obtain with concentra-
tion inequalities in [31], so proof of Theorem 4 is omitted.
Note that Theorem 4 does not assume any specific type, and
is hence a generic result that applies to all super-, sub-, and
martingale-like packet mobilities. Moreover, it is valid for
every packet as long as the initial distance and the type of
packet mobility are fixed, so it can be used directly (as a QoS
measure) by specific applications, and the overall SAR R7, .
can be calculated by averaging over different Ly values.

To validate these bounds, we consider RWP with epidemic
routing (T2+R3) and RWP with direct contact (T2+R1)
for the super- and sub-martingale-like cases, respectively.
The cell side-length, number of a-nodes per-cell, and trans-
mission range are set to [ = 1500m, n = 50, and
r = 2bm, while other simulation parameters are the same
as in Table 1.

In all plots in Fig. 6, the SAR (solid green lines) are
well-bounded by the upper and lower bounds (red and blue
dashed lines, respectively) in Eq. (10). We highlight three
observations: i) Bounds in Theorem 4 are tighter when the
initial distance is larger, e.g., L.(0) = 90m, because CAD can
be as low as zero with a strictly positive probability, when
packet e originated too close (r — L.(0)) to the S-node.
ii) There exists a critical value 7. in super-martingale-like
packet mobilities, around which the SAR changes abruptly
(see the staircase shapes in Fig. 6a), due to the relatively
large differences in speeds of RWP mobility. iii) Empir-
ical SAR collected from simulation is close to its upper
bound.

(10)

VI. ENERGY-EFFICIENT DATA DELIVERY IN
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Fig. 6. Theorem 4 holds for SAR RZO in both super- and sub-martingale-like packet mobilities.

HOSTILE ENVIRONMENT

Knowing the behavior of the expected CAD against the
initial distance-to-destination, and the SAR with respect to
certain delay bounds, we move on to the second research
question, that is, energy-efficient data delivery to the cloudlet
in challenging environments. In these cases, the hand-held
devices usually face a tight energy budget. To tackle this
practical challenge of stringent delay and tight energy bud-
get, packet shedding scheme is proposed to minimize the
per-delivery power draw, while maintaining a satisfying SAR.
Moreover, a case study is presented to understand the efficacy
of the proposed scheme in realistic challenging environments.

A. Toward Energy-Efficient Packet Delivery

A direct implication is that CAD can be greatly reduced
by minimizing v., which may take negative values in
super-martingale-like packet mobilities. In line with this obser-

vation, the most widely adopted measure to minimize v, is
incorporating geographical location information in forwarding,
such as the motion vector (MoVe) [21] scheme, in which
the packet is always forwarded to the a-node closest to
destinations. However, in energy-constrained scenarios, it is
infeasible to require every a-node on the route to perform
such sophisticated forwarding algorithms - some a-nodes may
not even have GPS functions due to cost or energy concerns.
Therefore, from a practical perspective, we aim to design a
simple mechanism to minimize the energy consumption in
packet delivery, i.e., per-delivery power draw P, in Eq. (4).
Unfortunately, minimizing P, contradicts with the other
goal of fast delivery, i.e., minimizing E(T¢ , ). For instance,
the epidemic routing scheme (R3) achieves a lower CAD
thanks to its super-martingale-like type of packet mobility,
but it also consumes more energy due to the multi-copy
forwarding nature. To strike a balance between a satisfying
SAR (for emergency application) and the energy efficiency
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for power-constrained end devices in challenging environment,
our results on CAD and SAR can be leveraged upon/in packet
forwarding schemes. Specifically, packet mobility metrics,
such as the overall average speed or SAR, can be directly
adopted as the metric to select forwarding targets, executing
on every device along the delivery route, i.e., “in” forwarding
schemes; or these metrics can be used merely by the data
generator to drop futile packets early, which operates “upon”
the forwarding scheme, and hence does not affect the delivery
routes of data packets.

1) Packet Shedding Algorithm: The packet shedding algo-
rithm runs on the packet generating device, which may
operate upon any packet forwarding scheme. In this algo-
rithm, a packet ¢ is discarded at time t. when it is gener-
ated, if (according to Theorem 4) the estimated probability
P(Té ap < 7) of a successful delivery is less than a predeter-
mined threshold R;j. These early-drop operations are referred
to as a packet shedding procedure, which runs on every a-node

in a distributed manner, as outlined in Algorithm 1.

Algorithm 1 Packet Shedding Procedure

Input: 7 = {(i, 2i, Li(2), To ap) Yier, Q@ = {(4:T9) }aeq- 7
Umazxs Rth
Output: updated packet queue Q
1: while Q # ¢ do
2 Take packet € from the queue (e, 7) «— Q.pop()
3: Record the initial condition L.(0) < estimateDist()
4 Estimate packet mobility parameters:

2
N 1 r—L;(z;) 22 1 Li(zi) ~2
Ve < 57 . - L, 0% — 5 ) . : — 0
€ 1] Zze] TCLJAD € |]| ZLEI TCAD €

(r—Le(0)—7o.]%)° }

T(52+(0)2)+ “Eomaz [r— L (0)— 7] T)
if P < Ry, then e.transmit()
else e.discard()

5: I@N—l—exp T

The packet shedding procedure does not require GPS func-
tion on a-nodes, which is a (power-hungry) prerequisite in
many geo-based routing schemes. Instead, our scheme only
needs distance information {L;(z;)|z; < 0}ier U{L.(0)} and
CADs {T¢ 4p tier, where I is the index set of successfully
delivered packets generated by the current a-node before
packet €, and z; is the generation time of the i-th packet.
Specifically, the (-node will broadcast an ACK message
whenever a packet € is received, which will be used by a-nodes
for three purposes: i) data generating a-nodes can estimate
the initial distance L;(z;) with the received signal strength
or connectivity-based approach widely used in WSNs [32],
which is denoted as estimateDist() function in the shedding
procedure; ii) the generator of this packet € can record T¢ 4
in the successful set Z; iii) carriers of packet e know it is now
safe to discard their copies of e.

The main part of the packet shedding procedure is to
estimate the SAR P of a packet e from the packet queue Q,
which is later compared with threshold R;; determined by
specific emergency applications. For this purpose, the overall

average speed 9. and variance 62 at the moment are first
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calculated by the a-node.* Then PP is taken as the lower bound
of P(T&4p < 7) in Eq. (4), to guarantee a satisfying SAR
for the worst-case scenario.

Note that packet shedding is performed by «-nodes only
at the generation of a packet, but not to packets dupli-
cated/forwarded from nearby a-nodes. The reason behind this
design is that though performing the shedding procedure more
aggressively may further reduce the power draw, but it also
requires every a-node to constantly probe/sense its current
location and moving speed of others, potentially consuming
more energy during this process. Consequently, the proposed
shedding algorithm is transparent to other packets being for-
warded in the cloudlet access network.

With respect to computation complexity, both the time
complexity and space complexity of the proposed algorithm
are low (O(]Q|) w.r.t. input Z and Q). For time complexity,
the entire procedure only contains O(1) algebraic calculations:
In step 3, distance estimation can be implemented via direct
calculation, or table look-up, both of which are O(1). In step 4,
packet mobility parameters are running means and variances,
for which Welford’s algorithm can be adopted with O(1)
complexity. Step 5 calculates an exponential function of a
real number, which is O(1) with respect to the input, as a
fixed accuracy (number of digits in P) is sufficient. For
space complexity, Welford’s algorithm in step 4 is an online
algorithm, while the all rest of the steps take no more than
O(]QJ) space to execute.

2) Forwarding Target Selection Based on Packet Mobility
Metrics: Alternatively, the (current) estimated overall average
speed ¥, (t) and predicted SAR can be used directly to select
the next-hop target whenever the packet is forwarded, substi-
tuting the distance-to-destination or node speed metric in GPS-
assisted schemes, such as DTN, in [20]. When incorporated,
the packet mobility parameters can be estimated by averaging
over historical deliveries, as shown in line 4 of Algorithm 1,
whose computation complexity is O(1).

B. Numerical Evaluation

To validate the efficacy of the proposed packet shedding
algorithm and the hybrid forwarding schemes in cloudlet
access scenarios, we re-employ the configuration in Sec. V-C,
except for cell side-length [ = 750m. When packet shedding is
employed, we fix the buffer size on each a-node to |Z| = 100.
The delay bound 7 is set to 5 minutes (300s), which is about
the same as the first-response time upon an emergency [24];
and the target SAR R, . is set to 0.8. All the presented results
in Fig. 7 are averaged over 3 x 10* network realizations.
A k-copy MoVe [21] scheme is taken as the baseline case.
MoVe was the first to employ moving direction prediction
when selecting forwarding candidates, leading to a negative
average packet propagation speed U, < 0, which belongs to
the super-martingale-like type of packet mobility, and hence
achieves a relatively low CAD in the delay tolerant setting.
However, frequent GPS positioning is known as the major

4To jump-start the system upon emergency, a-nodes may be required to
collect this information in normal conditions. Considering the relatively low
overhead to record CAD, this is bearable for most devices.
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is dropped by a mere 4%.

energy drain for many devices. So it is meaningful to examine
whether packet shedding can help such schemes save energy,
despite the fact that the proposed packet shedding procedure
does not require GPS function, and can be applied on top of
other packet forwarding schemes. We highlight four observa-
tions from the numerical results in Fig.7.

i) Packets not discarded by the shedding algorithm generally
results in a small CAD, as illustrated by Fig. 7a when packet
shedding is adopted (red bar). In other words, the proposed
algorithm produces a screening effect on packets, that is,
packets that are likely to exceed the delay bound 7 are filtered
out early. It further indicates that the SAR of packet € can be
well bounded by Theorem 4, such that estimating it (P) with
the lower bound in Eq. (9) is an applicable way to determine
whether a data transmission is futile to initiate.

ii) Packet shedding saves significantly amount of energy
spent on data transmission, even when the number of copies
(k) allowed in forwarding is large, as shown in Fig. 7b. This
reduction of energy is especially significant when k is small,
reaching a staggering 27.45% decrement at k = 2. Interest-
ingly, the average P, is almost constant without shedding, i.e.,
E(P.) ~ 5.9 W irrespective of k. The reason behind this is
the trade-off between energy consumption and CAD, i.e., the
more copies are allowed in the forwarding scheme, the lower
the CAD - in this sense, epidemic routing is the extreme
case that forwards to every a-nodes its carrier encounters,
and hence achieves the lowest CAD. When packet shedding
is employed, the aforementioned trade-off is less visible, and
P, increases with k£ due to the screening effect.

iii) Packet shedding increases the conditional SAR, which
is the number of successfully delivered packets (within delay
bound 7) over the total number of transmitted packets.
As shown in Fig. 7c, shedding increases the conditional SAR
by 2.33% on average, indicating that the shedding algorithm
selected the more promising packets to forward. Conditional
SAR increases with k in both cases, because different copies
of a packet can reach the cloudlet along different paths, adding
to the likelihood of successful delivery.

iv) The overall SAR R, ., which is defined as the number
of successfully delivered packets over the total number of
generated packets, drops 3.89% percent on average when
packet shedding is on. Since PP is a first-order estimator, the
non-trivial estimation error and the stochastic nature of the
packet delivery process leads to this drop, as a necessary cost
of energy conservation. Compared with the over 20% energy

w/o shedding
7 | {Ilshedding

k=6
(b) Per-delivery power draw Pe.

w
(%)

—w/o shedding
[Ishedding (overall)
0 Elshedding (conditional)

w

-25.45% 5319 -24.19%

N
o

Successful Access Rate (%)
N
wv

=
wv

k=8 k=10 k=2 k=4 k=6 k=8 k=10

(c) Successful access rate R7,,.

The proposed packet shedding scheme (on top of a k-copy MoVe forwarding scheme) reduces the power draw by over 20% while the overall SAR

saved, this drop of less than 4% is tolerable, especially when
data packets are generated at a high frequency. In fact, any a-
node may choose its own stance along the delivery-v.s.-power
trade-off by adjusting threshold R, to maintain a favorable
level of harshness in screening. In this sense, parameter Ry,
and the number of copies k become tunable knobs for a-nodes
to adapt to different emergency applications.

To further validate impacts of the defined packet mobility
metrics on cloudlet access, we choose the overall average
speed to be the virtual link weight in the DTN, for-
warding scheme [20] (square markers, labelled ‘Proposed’),
and compared it with the original scheme (triangle markers,
labelled ‘GPS-assisted’) and pure epidemic routing (dashed
line, labelled ‘Epidemic’) in Fig.8. Under similar simulation
configurations, we observe that incorporating packet mobility
characteristics into existing forwarding schemes can greatly
reduce the cloudlet access delay in challenging environments,
in both the ensemble-mean sense (Fig. 9c and Fig. 9d) and the
SAR sense (Fig. 8c). With a comparable CAD performance as
the energy-consuming epidemic routing scheme, the average
number of delivered packet copies under the proposed scheme
(around 5) is much less than the epidemic scheme (more
than 10), striking a delicate balance between SAR and energy
efficiency for challenging environments.

C. Case Study: Hostile Environment With Packet Loss

To fully understand the characteristics of the packet shed-
ding scheme in a more realistic setting, we consider a cloudlet
access scenario with continuous data generation, transmission
errors, packet losses (due to noise or interferences), and
finer grains of simulation. Basic settings are the same as the
previous subsection VI-B, except for the following:

For application, constant bit rate (CBR) traffic is adopted.
Specifically, for each simulation instance, 10 out of the 100 -
nodes are randomly chosen as the data generators, who sends
out a packet of 512 Bytes every second. Each packet is indexed
with a unique sequence number, to examine the impact of the
packet shedding scheme on simultaneous data streams.

For routing/forwarding, k-copy MoVe (kK = {5,10})
is adopted, where neighbor and mobility information is
exchanged via short HELLO packets every 0.2 s. Data-
carrying a-nodes will try to forward a DATA packet every
1.5 s, or each time a new neighbor is discovered. Expired
DATA packets (7 = 300 s) en-route are discarded by the
carriers immediately.
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Fig. 8. Adopting the overall average speed in the DTN e, forwarding scheme greatly reduces the expected CAD, pushing the delay performance close to

the epidemic routing scheme, which consumes the most energy due to its unlimited number of forwarded packet copies.

TABLE III
PERFORMANCE STATISTICS

Schemes k =15, PER =0.01 k =10, PER = 0.01
Metrics MoVe Mo Ve-Shedding MoVe Move-Shedding
# of Deliveries (Unique/Total) 539 /1452 (37.12%) 458 / 986 (46.45%) 754 /1 1798 (41.94%) 788 / 1883 (41.85%)
SAR (%) 5.39% 4.58% 7.54% 7.88%
Avg. CAD (s) 60.49 / 91.08 50.02 / 70.89 82.77 /1 106.1 99.65 / 118.92
# of Forwards per Delivery 267.85 /99.4 237.44 7 110.22 379.41 / 159.11 299.78 / 128.88
Avg. # of Successful Accesses 53 5.1 6.4 7.1
30 All Packets 30 All Packets 30 All Packets O Packets
g Deduplicated g Deduplicated g Deduplicated g |. aigﬂ'ﬁatéd
5220 - m:::j!dup 220 m:::j!dup %20 m:gz:g!dup ":::320 * Mean-dedup
@ @ @ o]
g10 £10 . £10 £10 x
2 = = . z =i 2 .
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(a) No Shedding (k =5). (b) No Shedding (k = 10).

(c) With Shedding (k = 5). (d) With Shedding (k = 10).

Fig. 9. Cloudlet Access Delay (CAD) and hop counts of the delivered data packets.

For communication, each a-node is equipped with a radio
of range 25 m, transmission power 2 mW, and transmission
rate of 2 Mbps. The link layer protocol is pure ALOHA,
so collision may result in packet retransmissions. Each packet
(including both HELLO and DATA) is subject to a 0.01 loss
rate during transmissions, to simulate the noise and interfer-
ence in hostile environments.

All a-nodes follows RWP (T2) mobility, with a maximum
speed of 10 m/s, pausing time [3,8] s, and walking time
[10, 30] s, followed from human walking patterns. Each simu-
lation instance is run for 1000 s, and events are updated every
discrete time steps of length 100 ms.

Performance statistics of both the vanilla MoVe and
MoVe-Shedding are presented in Table III. It is worth noticing
that the proposed packet shedding scheme i) greatly reduces
the number of forwarded copies during the cloudlet access
process, achieving the energy-conserving goal in challenging
environments; ii) exhibits different SAR and CAD behavior
under k 5 and k 10 settings. Comparing with the
k =5 case, the shedding algorithm obtains more performance
gain in the large k& scenario, manifested by the higher SAR,
the higher number of (uniquely) delivered data packets, and
the larger number of data generators with successful cloudlet
access. To fully examine how shedding improves the efficacy
of couldlet access, we plot the CAD v.s. hop-counts statistics
of successful deliveries in Figure 9. For k = 10, the slightly

higher average hop-count indicates that shedding allows more
slow packets to “barely access” the cloudlet within the delay
bound, as illustrated by denser light-red dots to the right of
Fig. 9.(d). This effect is not present in the case of k& = 5,
however, indicating that a variable shedding threshold R,

could be adopted to further improve the efficacy of cloudlet
access in hostile environments.

VII. CONCLUSION

We study the problem of delivering data packets to infras-
tructure cloudlets in challenging environments, whose per-
formance can be characterized by the cloudlet access delay
(CAD), energy consumption per packet delivery, and the
successful access rate (SAR). To model the relative move-
ments of packets toward the cloudelt, we introduce the
notion of packet mobility, which can be categorized into sub-
martingale, martingale, and super-martingale-like types based
on the average propagation speed of packets. Our analysis
and simulation results revealed the scaling behavior of CAD
with respect to different packet mobility types, which can be
leveraged to estimate QoS of cloudlet-mounted services, and
design applications for various scenarios. As an exampling
application, we develop a distributed, low-complexity packet
shedding scheme to reduce the power consumption of packet
delivery in challenging environments, and its migration with
existing forwarding schemes. We believe the proposed analysis
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Y (X, Ve)

Fig. 10. Example of the geometric approach.

framework can be further extended to study the impact of
device density, as well as grouped mobility on CAD and SAR
performances, to achieve a comprehensive understanding of
the cloudlet access problem. In a more practical sense, content-
related and semantic factors of packets can be considered
together with the SAR in the shedding scheme, such that
packet delivery services can be fine-tuned to provision for
diversified cloudlet access applications.

APPENDIX A
PROOF OF LEMMA 1

By the definition of a (sub-/super-)martingale [29], we need
to check against three criteria.

[C1l] Lc(t) is Fi-measurable, where F; is a filtration
on probability space (€, F,P): Consider natural fil-
tration F; = 0(vc(0),ve(1),...,v(t)), where o(U)
is the smallest o-algebra containing set & C €.
Since L (t) = Lc(0) + Yi_,v(k) is a func-
tion of ve(0),ve(1),...,v.(t), process L(t) is Fi-
measurable.
E(|Le(t)]) < oo for all t€ 7T: We have
E(L(t)) = E(L(0) + Yi,vk)) <
E(|L(0)]) + tE(|Jve(k)|). As |Lc(0)] is finite,
and v.(k) is bounded, so E(|L.(t)|) < occ.
E(Lc(t)|Fit—1) = Le(t—1) for martingales:
By definition, E( (O Fiz1) = E(L(t — 1) +

V()| Fior) = Lelt—1) +E(ve ()| Froa) = Le(t—1).
Note that the equal sign in condition C3 holds for the case
of E(ve(t)) = 0. When E(v.(t)) < 0 (respectively > 0),
process {L.) }ter is a sub-martingale (respectively super-
martingale).

[C3]

APPENDIX B
PROOF OF COROLLARY 1 AND 2

To show Corollary 1, ie., E(Lc(t)|Fiz1) > Le(t — 1),
we take a geometric approach similar to that in [18], while our
focus is the distance-to-destination L.(t). Since direct contact
routing (R1) is used, the movements of packet ¢ are mainly
due to the random walk node mobility (T1).

In T1, a packet-carrying o;-node moves from its previous
location X (t — 1) = {X,.(t — 1)} to a new location by
randomly choosing a speed v;,04c and a direction § uniformly
at random from ranges [Upmin, Umaz| and [0, 27], respectively.
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Thus, the location of node «; at the next time step, X, (t) =
{X.,(t)}, is within ring area {c§ — ¢} where ¢ and ¢
are the arcs centered at }Ze(t — 1) with radii 79 = V4, and
T1 = Umin, respectively, as depicted in Fig. 10. Furthermore,
let P{ye|xc} : = P{L(t) = ye|Le(t—1) = z.} be the progress
probability that node o; located at X (t—1) with a distance-to-
destination x. moves to a new location Xe(t) with a distance-
to-destination of y.. Then,

E(Le(t)|Fi-1) = E(Le(8)[ Le(t = 1) = z)

TetTa
= / YeP{ye| e fdye.

e T2

(1)

To calculate P{y.|z.}, let ¢; be an arc with radius .
centered at the (-node’s location ﬁg. Let v(ze,y.) be the
length of the intersection between the arc cg with the ring
area {c§ — cl} as shown in Fig. 10. Then, it is clear that
P{yc|z.} = where

71'(7‘ 2)’

) P2 =¥,
P2,
¢ is the angle formed by the the point X (£—1), the center of
the cell Xg, and the outermost point of arc y(z., y.); and 1 is
the angle formed by the two former points and the innermost
point of arc v(z., y.) after removing the area ¢(X,(t—1),71).
Here, “innermost” refers to a point of an arc closest to the line
connecting the center point X3 and X (¢ — 1), while ¢(X, r)
denotes a solid circle centered at X with radius 7.
Let 6; and 65 be defined as the two new angles depicted in
Fig. 10, then we can obtain

Zf|ye - xe| S T1,

. (12)
Zle < ‘ye - xel < ro;

13)
(14)

yf =(xc+m ~cos(01))2 +(ry- sin(@l))Q,
Ye - €08(p1) = e + 11 - cos(fy).

Substituting Eq. (14) int02E . (123) results into a closed-form
solution ¢ = arccos l;f’iy_”
similarly. Finally, plugging ¢; and ¢, into Eq. (12) and into
P{yc|zc} = ﬂ(rﬁ w7y, We obtain E(L.(t)|F;—1) > x. after
solving the 1ntegral in (11) numerically.

For the case of T1 (Infostation) + R2, recall that region
N is a line segment, the two-way traffic has identical
node speed distribution, and the packet € is forwarded to a
randomly-picked contact. Consequently, the progress proba-
bility P{L.(t) = ye|L.(t — 1) = z.} follows the uniform
distribution with range [z, — (7 + Unode), Te + (7 + Unode)]-
Pluggmg such P{y.|z.} into Eq. (11) yields E( (O Fiz1) =

}, and 9 can be obtained

= L.(t—1), indicating a martingale type of packet mobility.
APPENDIX C
PROOF OF THEOREM 1
Define L.(t) := L.t) — H;, where H; :=
t
Y opey E(we(k)|[Fr—1). When v — 0, {Lc(t)her

becomes a supermartingale and we have E(L.(t)|F—1) =
E(Le(t)—ve(t)—Hy—1|Fi—1) = Le(t—1)—Hy—q = LL(t—1),
which implies that the process {L.(t)}:e7 is a martingale.
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Notice that T§ 4 is a stopping time [29], [33] since it
depends on Xe(t) up to the current time ¢ (not the future), and
is Fi-measurable. To analyze the stopping time with Doob’s
optional stopping theorem (OST) [29], as that in the Gambler’s
ruin problem [33] and the Random walk problem, we need to
check whether 1o 4p is finite.

Observe that for time step ¢t € 7, {ve(t)}rer are inde-
pendent r.v.’s. The reason behind this observation is that
when the packet’s location at the current time {—and the
corresponding L. (t)—is independent to the locations at the
previous time steps (captured by {L.(k)}r<t), e.g., under
RW node mobility without routing. On the other hand, when
routing is employed under a more general node mobility
model, packet € is constantly copied or forwarded to the
newly-contacted nodes. The positions of these contacted nodes
are known to be uncorrelated to the locations of the packet-
carrying a-nodes from the previous time steps [34, Sec. 2].
Thus, the independent observation is also valid when routing
is employed, since there is a high chance of contacting a new
a-node during every time step, especially as the number of
nodes n increases.

Let T := inf{t : L.(0) + _;_, vf = 0} be the time until
a packet € hits the origin point, )?ﬁ. Clearly, T p < T'.
Since {v(t)}ter are ii.d., Wald’s first equality implies that
E(T&ap) < B(T") = =ity < oo. This inequality,
combined with the fact that E(|L.(¢) — L.(¢t — 1)||F—1) =
E(LL(t)—L.(t—1)|F:—1) = 0, indicate that the two conditions
for applying the OST [33] are satisfied. Accordingly, since

E(Le(TE ap)|Fo) = Le(0),
E((Le(Toap) = Hrg,,) = (Le(0) = Ho)) =0
© E(Lc(0) — Le(Téap)) = —Hrg,, ),
(15)

Upon delivery, packet ¢ is already within the transmission
range of the f-node, that is, 0 < L.(T&4p) < 7,50 Lc(0) —
r < —Hre, < Lc(0). Also, v = Eg,_, (E(ve(t)[Fi-1))
and E(Hre, , ) = vE(TG4p) by Wald’s equation. Plugging
this result into (15) obtains Theorem 1.

APPENDIX D
PROOF OF THEOREM 2

Consider the time instant ¢ = T§ ,p when packet € is
delivered. Since L.(t) = Lc(0) + > ,_; ve(i), applying the
expectation operator E(-) to both sides of Eq. (7), we obtain

e
2. Bl iFi)
=E ((Le(Téap) — Le(0))?)
Te
=23 P Ee()|Fim1) (Le(i — 1) = Le(0)).

For sub-martingale like packet mobilities, E(v,(i)|Fi—1) >
0 and L.(0) >0 forall t € 7, so

E ((Le(0) — L(Téap)?)
S B (001 Fim) + 20 + ()] Fir)]
E(T ) |:IE(’UT6 |ft 1)+2(U’ma£ + T)E(UT€ ‘Ft—l):|

IE(TCAD) [‘7 + (UE) + 2(Vmaz + T)Ue] . (17)

(16)
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Moreover, L.(T& 4p) < r and E(L.(0)) = L.(0), hence we
have proved the left hand side of Eq. (7). For the right hand
side, we re-state (16) as follows.

E ((Le(o) - LG(T(EJAD))2)
> E(T¢ap) - E(ve(t)’|Fe-1)
= E(T&ap) [3° + (5)7] .-

Finally, the upper bound in Eq. (7) can be obtained by plugging
L (T&4p) > 0 into Eq. (18).

(18)

APPENDIX E
PROOF OF THEOREM 3

Define auxiliary process {Y;}ier, where V; := (L.(0) —

Lc(t))? - S; and S; := 22:1 o?. Then for a martingale-like
packet mobility when v = b; —a; — 0 (a; < Le(t —1) < by),
we have

E(Yy[Fi-1) = E([(Le(0) = Le(t — 1)) = S,

B L0)— Lot~ D) 00 — P Fomr)

= E([(Le(0) = Le(t — 1)) = Sy1]|Frm1) =Yoo,

(19)

because E(L(0) — L (t — 1)|F;_1) = 0 and 07 = E(v(t)?).

Eq. (19) implies that {Y;};c7 is also a martingale. To apply
OST as in the proof of Theorem 1, we need to check the
following conditions: 1) E(T&,p) < oo, and ii) E(|Y; —
Yi—1||Fi—1) < c for all t € T and some constant c.

For condition i), we re-employ the time to hit the origin,
T’, as in Appendix C, and applying Wald’s second equality,
we have E(TCAD) < IE(T’) E(L (0))

Y| = IL (t )I - Q\LE(O)(L
Le(t—l))I—IL?(t—l)l—\U?I 50
E(]Y; — Yi-1[Fi-1)
=E(L(1)] = 2L (0)(Le(t) —
= [L2(t = 1)] = [oF ]| Fe-1)
SE(LI() = LE(t = D) Fe-1)
< (\/il - (’/‘ + Umaw))(r + Umuw)a (20)
because the highest value of E(|Y; —Y;_1||F:—1) is when the
packet € moves from the corner of the cell towards the §-node

with a maximum movement propagation distance of 7+ Vp,qz-
Applying Doob’s OST to the auxiliary process, we have

E(t) -

Le(t —1))|

E((Le(0) = Le(TE4p))?) = Sty ,,,» where (Le(0) —7)? <
Ste,, < (L(0)% As {v(t)} are iid, E(Sr,,) =

E( Zﬁ;‘” 0?) = 6*E(TE 4 p)- Plugging it into the inequality
above yields Theorem 3.
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